
Welcome Session: OSINT + Crypto
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Meet the Committee
● President Tom
● Vice-President Matt
● Secretary Harlan
● Events & Sponsorship Meg
● Treasurer Elliott
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What is OSINT?

OSINT (Open-Source Intelligence) is a term 
used to refer to gathering and analysing 
information from publicly available sources.
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Steps
1 Collect information
2 Extract information
3 Analyse information
4 Type gg wp In chat
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Technique: Google dork
Google dorking is when you use advanced 
search filters on a search engine (doesn’t have 
to be google)
site: inurl: filetype: intext: allintext: intitle:
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Technique: Wayback machine
● Using the wayback machine (archive.org/web) 

you can view snapshots of a website.
● The main use for this is viewing deleted content

● Other ways of doing this are archiving the page 
yourself or using google’s cached page feature

https://archive.org/web
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Technique: Web enumeration
● /robots.txt : Document telling bots which pages 

they can and can’t access; often used by 
annoying ctf makers to hide hints

● /sitemap.xml : An XML formatted list of every 
page on the website and when they were 
updated
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Technique: Social media
● Quite often you can find more information on 

people through their social media, normally they 
use the same handle and/or name on multiple 
platforms.

● Good places to look: linkedin, twitter, facebook, 
instagram
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https://sherlock-project.github.io/
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Technique: QR/Barcodes
QR codes and Barcodes are just ways 
of storing information: often by 
scanning them you can read sensitive 
information

online-barcode-reader.inliteresearch.com

Embedded text: M1LEETHACKER/CLIVE EA12BC3 FNJLHREZY42069265 42A 123 1621232 08 2A18
Containing:             Lastname/Firstname    BookingNo Destination   FlightNo   Seat 
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Technique: EXIF data
● Extra data contained within image files, can include: 

– Time/date taken
– Camera make/model
– Username of account that took photo
– GPS location where the image was taken
– + much more

● An easy way to view online: exifdata.com

https://exifdata.com/
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Simple Crypto and Crypto RE
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Why bother?

● Modern cryptography is very good, and often requires some 
significant mathematics to break

● Pretty much every country has agencies built to mess with your 
cryptosystems

● Many people don’t bother to encrypt their services
● It’s boring



  19

Why bother?
● Security of components does not imply security of the whole

– If you know I’m encrypting “yes” or “no” with the world’s best cypher, and you 
see a two letter encrypted word, you know the message

– People still write their own massively flawed systems
● Organisations messing with cryptography is why we need more people 

in cryptography
● Google reckons more than 90% of web traffic is encrypted
● Cryptanalysis is one of the most financially and intellectually rewarding 

forms of hacking, and has a history that dates back thousands of years
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Terminology
● Symbols: whatever you’re working with (letters, bytes, numbers)
● Cypher: something that reversibly replaces symbols according to a 

key
● Hash: something that irreversibly replaces symbols
● Encrypt: apply a cypher to something
● Decrypt: undo encryption
● Plaintext: what you’re encrypting
● Cyphertext: what you’re decrypting
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Cryptanalysis 101: Patterns

● Encrypted text should look random
● Repeating sequences
● Common behaviour between different keys/ptexts/ctexts
● Structure in output
● Anything that looks weird
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Cryptanalysis 102: Oracles

● Something that leaks information to you
● Types

– Chosen-plaintext
– Chosen-cyphertext
– Known-plaintext
– Padding
– Many more

● Example: OTP break
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Cryptanalysis 103: Black boxes

● Sometimes cryptography is complex, so just ignore it
● Black boxing: ignoring the inner-workings of a system to try to 

understand its purpose
● Differential cryptanalysis
● Sometimes breaking into many smaller black boxes help
● Try spamming inputs like ‘aaaaaaaa’ or ‘abcdefg’ to see how 

each position/letter is effected by the cypher



  24

Basic crypto RE

● Crypto code is always obscure
● Try to work out the role of code, not it’s literal function
● Try running individual bits of code by themselves to see what 

they do
● Try removing bits of code to see what they contribute
● Try writing equivalent code to see if you can match the output
● TAKE NOTES OF WHAT YOU DISCOVER!!!
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Time for you to try

Register an account at ctf.cybersoc.cf 
Use your uni email, once you’re signed in find the “Welcome” challenges.

https://ctf.cybersoc.cf/
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