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Downloading kall

Get Kali | Kali Linux <N+ ® @ qBittorrent Official Websitex @3 Transmission x + (o]

€ 5 C @ 08 s

BChine B & e @ @ > Nttps://wwiw.gbi .org/download.php ® @

N# Virtual Machines

Kali Linux & images are available for users who prefer, or whose specific needs require a
virtual machine installation.

These images have the “kaliskali”. Home News Forum Download Screenshots Wiki Development Bugs

@ qBittorrent Official WebsiteX | @ Transmission . + ®

&= = @ o [CRhe Bk e ® & @

//transmissionbt.com/d

—
TRANSMISSION
A Fast, Easy, and Free BitTorrent Client

‘g! > MAIN ABOUT DOWNLOAD DEVELOPMENT ADD-ONS ‘ SUPPORT IRC

Download Transmission
The current re e nis 3.00

VMware VirtualBox
Mac OS X Source Code
Transmission-3.00.dmg o, transmission-3.00.tar.xz
X > X 10.10 or later Nightly tarballs
nghtly bullds A Previous tarballs
Previous Releases How to build

Windows (early preview)
J transmission-3.00-x86.msi
transmission-3.00-x64.msi
y Requ Wind: ater
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Why Kkali?

« Kali is a linux distribution designed to be used by
cyber security professionals, as such it has a lot
of the tools we will use pre-installed. This means
you likely will not have to install any additional
software for most of our CTF challenges.

Alternatives: ParrotSEC, black arch
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Why VM?

* Allows you to run OS without removing your
current OS

* Separate's files used for hacking in VM from
cluttering your hard-drive
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Installing Virtualbox

™ Downloads - OraclevM Vi X = +

P crewmate@amogos: ~

File Actions Edit View Help
0gos)-[~]

o apt-get install virtualbox

[sudo] password for crewmate:

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

virtualbox is already the newest version (6.1.26-dfsg-4).
virtualbox set to manually installed.
The following packages were automatically installed and are no longer required:

bridge-utils cloud-image-utils cryptsetup-run distro-info exfat-fuse fakechroot genisoimage
gstreamerl.@-pulseaudio libboost-logl.74.0 libboost-program-options1.74.@ libdistro-info-perl
libepsilonl libfakechroot libgdal28 libgeos-3.9.@ libgles2 libgsoap-2.8.104 libidnll libiscsi?
liblxcl libntfs-3g883 libpam-cgfs librbdl librest-@.7-8 libsdbus-c++@ libsd12-image-2.8-@ libyaras4
1xc lxc-templates lxcfs mmdebstrap python3-gevent python3-gevent-websocket python3-ipython-genutils
python3-jupyter-core python3-m2crypto python3-nbformat python3-parameterized python3-plotly

python3-zope.event gemu-block-extra gemu-utils tcpd uidmap
Use 'sudo apt autoremove' to remove them.
@ upgraded, @ newly installed, @ to remove and 62 not upgraded.
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Documentation
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Contribute

Community
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VirtualBox

Download VirtualBox

Here you will find links to VirtualBox binaries and its source code.
VirtualBox bhinaries
By downloading, you ag to the terms and condi

if you need to run VMs with
i 2d until July 2/

you still need support for 32-bit h
pported until July 2020.

VirtualBox 6.1.26 platform packages

hanged.

are the checksums f loaded pack:
vored as the MD5 ecure!

ums, MD5
Note: After upgrading VirtualBox it is recommended to upgrade the guest addition
VirtualBox 6.1.26 Oracle VM VirtualBox Extension Pack

. All supportec

[C] - o
@ @@ » =

Support for L i firty ox R i ncryption, NVMe and PXE boot for Intel

cards. See tl apter h a xten:
binaries are VirtualBox Pe d luation Lic
installed n of VirtualBox

e Extension Pack
install the
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Adding kali to virtual box

File Machine Help

Ff a N %+

Preferences . Import Export New Add

Welcome to)' ‘ualBox!

The left part of application window contains global tools and lists all virtual machines and virtual machine groups on your computer. You can import, add and create new YMs using
corresponding toolbar buttons. You can popup a tools of currently selected element using corresponding element button.

You can press the F1 key to get instant help, or vis

ox.org for more information and latest news.
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Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or one of known cloud service
providers to import cloud VM from.

Source: Local File System i

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances saved in the Open
Virtualization Format (OVF). To continue, select the file to import below.

File: fhomeftom/Downloadsfos-isos/kali-linux-2021-3-vbox-amdé4-ova/kali-linux-2021.3-vbox-amd64.ova ”

Expert Mode Ba Next > Cancel

y

7% UNIVERSITY OF LIVERPOOL
"4 CYBER SECURITY SOCIETY cybersoc.cf




Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You can change
many of the properties shown by double-clicking on the items and disable others using the check boxes below.

Virtual System 1

% Name Kali-Linux-2021.3-vbox-amd&4

& Product Kali Linux

& Product-URL https:/fwww.kali.org/

© vendor Offensive Security

8 Vendor-URL https:ffwww.offensive-security.com/

& version Rolling (2021.3) x64

& Description Kali Rolling (2021.3) x64...

2% Guest OSType T2 Debian (64-bit)

| cpPu 2

RAM 2048 MB

© ovo £2

# UsB Controller '

) sound card ¥ IcH Aco7

& Network Adapter ¥ Intel PRO/1000 MT Desktop (82540EM)

& Storage Controller (IDE) PlIX4

# Storage Controller (IDE) PlIX4
¥ 4, Storage Controller (SATA) AHCI

¥ virtual Disk Image Kali-Linux-2021.3-vbox-amd&4-disk001.vmdk
Machine Base Folder: [l /home/tom/VirtualBox VMs v

MAC Address Policy: Include only NAT network adapter MAC addresses. v

Additional Options: @ Import hard drives as VDI

Appliance is not signed

Restore Defaults < Back Import Cancel

y
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Managing your VirtualMachine

File Machine Help

L IR 3.

New  Settings Start

B Ge ml

Name: Kali-Linux-2021.3-vbox-amdé4.

Operating System: Debian (64-bit)

[l system

Base Memory: 2048 MB

Processors:

Boot Order:  Hard Disk, Optical

Acceleration:  VT-x/AMD-V, Nested Paging, PAE/NX, KVM Paravirtualization

I Display

Video Memory: 128 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

B storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty

Controller: SATA
SATAPort 0: Kali-Linux-2021.3-vbox-amd64-disk001.vdi (Normal, 80.00 GB)
b Audio

Host Driver: PulseAudio

Controller:  ICH ACS?7

& Network
Adapter1: Intel PRO/1000 MT Desktop (NAT)
# uss

USB Controller: OHCI
Device Filters: 0 (0 active)
M Shared folders

None

© Description

Kali Rolling (2021.3) x64.
2021-09-08

Username: kali
Password: kali
(US keyboard layou

= Kali Homepage:
hitps://www.kali.org/
* Documentation:
hitps:/fwww.kali.orgfdocs]
* Kali Tools:
hitps://www.kall.orgitools/
* Forum/Community Support:
https://forums.kali.org/
*IRC Channel:
ircs:fJirc.oftc.net:6697##Kali-Linux
xali i N R enan e

tps:/

y
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= Motherboard Processor  Acceleration
Display
Base Memory: 4096MB — +
Lt T e e o o e P Bt et | et T R S A S T ks N T I A |
Storage
4 MB 8192 MB
kol Boot Order: & Hard Disk
Metwork ¥ © optical
[u]
Serial Ports = Floppy
= Network

UsB
Chipset: PIX3
Shared Folders
Pointing Device: USB Tablet A

User Interface
Extended Features: (¥ Enable IJO APIC

Enable EFI (special OSes only)

~ Hardware Clock in UTC Time

oK Cancel
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General
System
Display

) storage
Audio
Network
Serial Ports
UsB

Shared Folders

User Interface

UNIVERSITY OF LIVERPOOL
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Motherboard Processor  Acceleration

Processor(s): 2 — ar
[} I I 1 1 1
1CPU

Execution Cap: . . : 100% —
1% 100%

Extended Features: ¥ Enable PAE/NX

oK Cancel
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Command Injection
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P

i’

y

But first some basic linux stuff

pidworst-server-eu:~ $

if@worst-server-eu:~ $ pwd
pi@ F

pi@worst-server-eu:~ $ ls —la

Jhome/pi

tetal 116

drwxr—xr-x 8
drwxr—xr—-x 4
—rwW——————— 1
I == == 1
—rw—r——r—— 1
drwxr—xr—-x 3
drwx—————— 4
(&l == 3
—rwW——————— 1
I == == 1
drwxr—xr-x 2
T el 1

drwxr—xr-x 1
T
EIE =i ——
T

—IW—Ir——Ir——

W = R

drwxr—xr—x

pi@worst-server-eu:~ $ cd

pi
root
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi
pi

pi 4096
rooct 41086
pi 16521
pi 220
pi 3523
pi 4096
pi 4096
pi 4096
pi 72
pi 807
pi 4096
pi 9727
pi 4096
pi 692
pi 2233
pi 14750
pi 11652
pi 4096
ssh

Oct
Jul
Oct
May
May
Jul
Oct
Jul
Jul
May
Oct
Dct
Oct
Dct
Oct
Jul
Jul
Dct

pi@worst-server—-eu:~/.ssh $§ pwd

fhome/pi/.ssh

pi@worst-server—-eu:~/.ssh § D
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L BD
- O M W

L
WO QO W W e e

-1 -l

17:
17:
23:
15:
15:
01:
16:
16:
22:
15:
16:
17:
17:
21:
21:
23:
23:
21:

.bash_history
.bash_Jlogout
.bashrec
.cache
.config

. gnupg
.lesshst
.profile

.ssh

wiminfo
Cuberite
README . txt
favicon.png
get—docker.sh
seccomp_2.5.1-1_armhf.deb
webadmin
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i@worst-server—eu:/tmp/tmp. UhPETgYLvd § 1=

test.txt

i@worst—-server—eu:/tmp/tmp.UhPBTgYLvd § cat test.txt

This is an example file

i@worst-server—eu: /tmp/tmp.UhPBTgYLv4d § cd ..

i@worst-server-eu:/tmp $ cd /home/pi

i@worst-server—-eu:~ $ pwd

Jhome/pi

pif@worst-server-eu:~ 5 id

uid=1000(pi}) gid=1000{pi) groups=1000(pi),4{adm),20{dialcut),24 (cdroem),27 (sude), 22 (a
udic) , 44 (video) ,46 (plugdev) , 60 (games) , 100 (users), 105 {input), 108 (netdev) , 297 (gpic), 29
8(i2c), 9299 (spi)

pif@worst-server—-eu:~ 5 whoami

=8

pi@worst-server—-eu:~ § D
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Command injection

« Command injection is when you exploit a
website or service to run system level
commands.

* The most basic form of this is when user input
IS passed directly to a command as an
argument.

UNIVERSITY OF LIVERPOOL
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< Iphp
echo shell exec("echo " . $S_GET["text"]);

7>
&« C @ O O http://localhost:8000/vuln.php?text=test
< C @ O DO http:/flocalhost:8000/vuln.php?text=test;whoami

UNIVERSITY OF LIVERPOOL
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Command separators

Runs commandl then command2
commandl && command2 Runs commandl then command?2 if commandl didn’t error

comamndl || command2 Runs commandl then command?2 if commandl did error

Arguments don’t matter

> echo feoo bar baz; pwd && cd
foo bar baz

/home /tom
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Filtering
* When blocking command injection user input
may be filtered.
* Regularly blocked characters include:
&S
* Only way to get around this is keep trying a
different method if you get blocked
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Command substitution

* You can use $(command) or ‘command’ to
Insert the output of the command as an
argument to another.

e This is useful where other methods are filtered
Or you are in an escaped string.
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<?php
echo shell exec("echo \"" . addslashes($ _GET["text"™]) . "\"");
7>

= C @ O DO http:/flocalhost:8000/vuln2.php?text=test;whoami

test:whoami

< C @ O D http:/flocalhost:8000/vuln2.php?text=5(whoami)

[om
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Blind

* For blind injection you cannot see the output of the
command you run.

* You may still be able to see whether command
succeeded: this can tell you if your injection is working.

You will need to find another way to exfil data though.
Reverse shells are especially useful when doing blind
attacks.

UNIVERSITY OF LIVERPOOL

“'4" CYBER SECURITY SOCIETY cybersoc.cf



Connecting to the vpn

sudo apt-get update

sudo apt-get install -y openvpn

sudo openvpn ~/Downloads/cybersoc.ovpn
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