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What’s a shell

- Runs shell commands from the user

- Comes in multiple types:
- Virtual - Terminal on your machine

- Reverse - Shell over a network connection where the device running the shell is the client

- Bind - Shell over a network connection where the device running the shell is the server

- Web - A web page that runs shell commands
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Some basic shell commands

Taken from last years linux essentials presentation: cybersoc.cf/resources
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https://cybersoc.cf/resources
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explainshell.com
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https://explainshell.com


Command Injection
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Command Injection

Goal: use some escape character to break the format of the command allowing you to execute shell 
commands

Common escape characters:

- ; 
- &&
- || 
- “
- ‘
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Reverse shell

You

Vulnerable Machine

Reverse shell connection

Commands
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revshells.com
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https://revshells.com


Victim

You
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1. Start listener on your machine
2. Run reverse shell on victim
3. Listener will turn into shell (if everything worked)



Meterpreter
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ctrl+z


